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Abstract: In this paper, we consider privacy against hypothesis testing adversaries within a non-stochastic framework. We develop
a theory of non-stochastic hypothesis testing by borrowing the notion of uncertain variables from non-stochastic information theory.
We define tests as binary-valued mappings on uncertain variables and prove a fundamental bound on the best performance of
tests in non-stochastic hypothesis testing. We provide parallels between stochastic and non-stochastic hypothesis-testing frame-
works. We use the performance bound in non-stochastic hypothesis testing to develop a measure of privacy. We then construct
reporting policies with prescribed privacy and utility guarantees. The utility of a reporting policy is measured by the distance
between the reported and original values. Finally, we present the notion of indistinguishability as a measure of privacy by extend-
ing identifiability from the privacy literature to the non-stochastic framework. We prove that linear quantizers can indeed achieve
identifiability for responding to linear queries on private datasets.

1 Introduction

Advances in computation and communication capabilities have
paved the way for using big data to solve important societal chal-
lenges. However, new tools developed for collection and analysis of
data has caused the erosion of privacy, motivating investigation of
methodologies for privacy analysis and preservation. For decades,
stochastic or randomized policies have been used for privacy pro-
tection [1]. Provable privacy guarantees have been presented for
stochastic policies within the frameworks of differential privacy [2—
5], identifiability [6-8], and information-theoretic privacy [9—15].

Differential privacy uses randomization to ensure that the statis-
tics of the reported outputs, i.e., query responses to datasets, do not
change noticeably (extent of which is captured by the so-called pri-
vacy budget) by variations in an individual entry of the dataset. For
real-valued datasets, differential privacy can be ensured by additive
Laplace or Gaussian noise whose scales must be selected propor-
tional to the sensitivity of query responses with respect to the
individual entries of the private dataset. There are however difficul-
ties associated with these mechanisms. In fact, differentially-private
additive noises create undesirable computational properties [16] and
lead to generation of unreasonable/unrealistic outputs [17-20].

Information-theoretic privacy, dating back to the secrecy prob-
lem [21], emphasizes on masking or equivocating of information
from the intended primary receiver or a secondary receiver with
as much information as the primary receiver (e.g., an eavesdrop-
per) [15, 22-24] while providing guarantees on utility by bounding
distortion, i.e., the distance between obfuscated and original reports.
A common factor among all the information-theoretic privacy results
(see [9-15] and the references therein) is that the private dataset
must be randomly distributed (often with independence assump-
tion among the entries of the dataset for the sake of analysis). This
might not be the case in practice. Even if randomly distributed, the
knowledge of the probability distributions of datasets might not be
available at the time of design or might change over time. Further-
more, privacy can only be achieved with the aid of randomizations
at the output. This is because the metrics used for capturing infor-
mation leakage in those studies are based on probability theory and
its application in traditional information theory. The guarantees of
information-theoretic privacy policies are also presented in the form
of averages, i.e., they bound the average amount of leaked infor-
mation or the information leaked about a population rather than a
specific individual.
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Although the above-mentioned stochastic policies provide prov-
able privacy guarantees, many organizations still use deter-
ministic heuristic-based privacy-preserving methods, such as k-
anonymity [25, 26] and ¢-diversity [27]. For instance, anonymization
by removing identifiable features, such as name or address, is fre-
quently used by governments® or companies alike for releasing
private data’ to the broader public for analysis even though it is
proved to be insufficient for privacy preservation [28-30]. Other
policies, such as k-anonymity, are also shown to be vulnerable to
attacks [27].

Stochastic privacy-preserving policies also cause problems, e.g.,
un-truthfulness [17], that are not desirable in practice [31]. Stochas-
tic policies have been criticized in financial auditing [19, 20] and
medical, health, or social sciences [32, 33]. In these situations,
non-stochastic privacy-preserving policies can be better suited.

Motivated by these observations, a non-stochastic measure of pri-
vacy was introduced in [34] to prove that k-anonymity is in fact
not privacy preserving. Although this was shown using numeri-
cal analysis in [27], the non-stochastic measure of privacy in [34]
did not require extensive simulations and numerical studies. This
is good because of two reasons. First, experimental analysis only
provides sufficient results, i.e., lack of existence of an experiment
that can unravel a privacy-preserving methodology does not imply
that it is provably private (as there might exist an experiment for
which the-said methodology leaks private information of individuals
while it is not found or formalized yet). Furthermore, a measure of
privacy allows for investigation of general methodologies and com-
paring their guarantees, e.g., to rank their promises or to convert
their parameter settings to each other. The non-stochastic measure
of privacy in [34] was introduced based on the theory of non-
stochastic information theory [35—42] and was also successfully
used to show that binning, a popular deterministic policy for pri-
vacy preservation, provides tunable privacy guarantees. The privacy
measure in [34] is perfect for providing protection against generic
adversaries; however, in some instances, more might be known about
the privacy-intrusive adversaries, hence the privacy measure can be
further refined.

*See https://data.gov. au for anonymized government data.
tSee https://www.kaggle.comfor data of companies and individ-

uals.



A category of adversaries studied in privacy literature is the
hypothesis-testing adversaries [4, 13, 43]. In this case, the adver-
sary is interested in examining the validity of a hypothesis, e.g., if a
house is occupied or if an individual has a certain disease. For this
setup, the privacy risk can be measured by the error probability of
the adversary when performing the hypothesis testing, e.g., [13]. In
this paper, we expand privacy against hypothesis-testing adversaries
to a non-stochastic framework.

We particularly develop a theory of non-stochastic hypothe-
sis testing by borrowing the concept of uncertain variables from
non-stochastic information theory [34, 40]. In order to establish
non-stochastic hypothesis testing, we introduce uncertain variables
as non-stochastic counterparts of random variables. Uncertain vari-
ables only consider support sets, referred to as ranges, and do not
assign distributions/measures to variables. In non-stochastic hypoth-
esis theory, we define tests as binary-valued functions on uncertain
variables. We measure the performance of a test by combination of
the size of true positive and negative sets. We prove a fundamen-
tal bound for the best performance of tests. This bound is used to
develop a measure of privacy. We then construct reporting func-
tions for given privacy and utility guarantees. The privacy-preserving
reporting function is based on blurring the transition from validity
of null to alternative hypothesis for a hypothesis-testing privacy-
intrusive adversary, making it harder for the adversary to infer which
hypothesis is valid. The wider the region in which the transition is
blurred, the lower the accuracy and the higher the privacy become.
This intuitively establishes a trade-off between privacy and accu-
racy. We provide parallels between stochastic and non-stochastic
hypothesis-testing frameworks under some mild conditions. This
provide an avenue for extending the guarantees of non-stochastic
privacy to random variables. The non-stochastic hypothesis-testing
framework allows us to extend the notion of identifiability from the
privacy literature (see, e.g., [6—8]) to a non-stochastic setup. We refer
to this notion of privacy as indistinguishability because of the simi-
larity of its definition to the concept of semantic security, also know
as indistinguishability under chosen plaintext attack in the encryp-
tion literature; see, e.g., [44]. We prove that concatenation of linear
functions with quantizers (also known as binning) can guarantee
indistinguishability if the quantizer has “few enough” levels. The
upper bound on the number of the levels is a function of the sensi-
tivity of the mapping, the range of the data, and indistinguishability
budget (which is inversely proportional to the privacy level).

Finally, an early version of these results has been presented [45].
In this paper, the results are expanded by investigating the paral-
lels between stochastic and non-stochastic hypothesis-testing frame-
works, introducing indistinguishability as a notion of privacy, and
investigating the non-stochastic information leakage associated with
the new notions of privacy.

The remainder is organized as follows. We present background
material on non-stochastic information theory in Section 2. We
present non-stochastic hypothesis testing in Section 3. In Section 4,
we provide parallels between stochastic and non-stochastic hypoth-
esis testing. In Section 5, we investigate privacy against hypothesis-
testing adversaries. Finally, we present indistinguishability as a
notion of privacy in Section 6 and conclude the paper in Section 7.

2 Uncertain Variables and Non-Stochastic
Information Theory

In this section, we review a few necessary concepts from non-
stochastic information theory. We start with the notion of uncertain
variables, non-stochastic counterparts of random variables.

Consider uncertainty set {2 whose elements w € {2 are samples.
The elements or samples w € (2 are the source of uncertainty. An
uncertain variable X is a mapping on €. For uncertain variable
X : Q2 — X, X(w) denotes a realization of the uncertain variable.
Sometimes, in short, u.v. refers to uncertain variable. When the
dependence of a realization of an uncertain variable to the sample w
is evident from the context, X (w) is replaced by X. In this paper, we
restrict ourselves to real-valued uncertain variables, e.g., X C R™
for some integer nz > 0.

Range of any uncertain variable X is [X]:={X(w):w €
Q} C X. Range of an uncertain variable is essentially the same
as the support set of the probability density of random variables.
As uncertain variables do not possess any probability distributions,
the range is enough to describe their behavior. The range deter-
mines the amount of uncertainty that can be caused by an uncertain
variable. Hence, as shown subsequently, the size of the range is inti-
mately related to entropy of uncertain variables, a measure of their
internal disorder or unpredictability. Joint range of any two uncer-
tain variables X : Q@ - X and Y : Q — Y is given by [X,Y] :=
{(X(w),Y(w)):we N} CXxY. Joint range is similar to the
support set of the joint probability density, capturing how two uncer-
tain variable vary together. Conditional range of an uncertain vari-
able X, conditioned on the realization of uncertain variable Y (w) €
Y Y] is [X]V] :={X(w) : Jw € Qsuch that Y (w) € Y} C
[X]. When the set Y is a singleton {y}, [X|y] can be used instead
of [X Y] to denote the conditional range. Conditional range is the
same as the support set of conditional probability density, captur-
ing how observing one uncertain variable informs the realizations of
another uncertain variable.

Example 1 (Modeling a Completely Unfair Dice). Imagine play-
ing a dice game against a player who can cheat arbitrarily. When
the cheating player “rolls” the dice, there is no guarantee that
the numbers on the dice appear with fair probability of 1/6. The
number can be anything that the cheating player desires. If we do
not know the player’s cheating strategy, this situation can be best
modeled using an uncertain variable X : () — N. Here, elements
of uncertainty set ) model the thinking or the desire of the cheat-
ing player. The range of X is [X]| = {1,2,...,6}. Now, imagine
another uncertain variable Y : Q — {yes,no} determining if the
number on the dice is even. The joint range of X and Y is [ X, Y] =
{(1,n0), (2,yes), ..., (6,yes)}. Also, the conditional range of X
given' Y is [ X|yes] = {2,4,6} and [X|no] = {1,3,5}. This is a
trivial illustrative example; however, uncertain variables provide a
powerful mechanism for modeling behaviors that are not random or,
if random, their distributions are not known or are time varying.

Figure 1 shows an illustrative example of uncertainty set €2 and
two uncertain variables X and Y. The dotted arrow, connecting w €
Q and X (w) € [X], shows the relationship between samples in the
uncertainty set and realizations of the uncertain variable. The dashed
lines show the range of the mapping X for the entire uncertainty set
Q, illustrating the range [X]. Note that [X] C X; however, equality
[X] = X might not always occur. Finally, the dash-dotted arrows
illustrate the conditional range [X |y] as the image of the uncertain
variable X for the inverse image set Y ~1(y) := {w € Q: Y(w) =
y} C Q.

Finally, if the range [ X is uncountably infinite for an uncertain
variable X, we call it a continuous uncertain variable, similar to a
continuous random variable. If the range [X] is countable for an
uncertain variable X, we call it a discrete uncertain variable.

Non-stochastic entropy of a continuous uncertain variable X can
be defined as

ho(X) := log, (u([X])) € R U {Fo0}, (1

where p(-) is the Lebesgue measure. The logarithm can be taken in
any basis; however, in this paper for continuous uncertain variables,
the logarithm is in the natural basis in line with the literature on dif-
ferential entropy of continuous random variables. The non-stochastic
entropy in (1) is sometimes referred to as Rényi differential O-
entropy [38]. Non-stochastic entropy of a discrete uncertain variable
X can be defined as

Ho(X) :=logy([[X]]) € R, @)

where |- | is the cardinality of a set. In this paper, for discrete
uncertain variables, in line with the literature on entropy of discrete
random variables, the logarithm is in the basis of two. Entropy of an
uncertain variable measures the size of its range and, noting that the
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Fig. 1: An illustrative example of uncertainty set €2 and two uncer-
tain variables X and Y. The dotted arrow shows the relationship
between samples of the uncertain space and realizations of the
uncertain variable. The dashed lines show limits of range of uncer-
tain variable X. The dash-dotted arrows illustrate the relationship
between realization y = Y (w) and conditional range [ X |y].

range of an uncertain variable models all possibilities that can occur,
the entropy is a measure of internal disorder or unpredictability of
the uncertain variable.

We can use a similar approach to [38, 46] to define non-stochastic
relative or conditional entropy of uncertain variable X conditioned
on uncertain variable Y as

ho(X|Y') := esssuplog, (u([X|y])), 3
ye[Y]

where essential supremum is esssup,cy f(z) :=inf{b € R:
uw{x € X: f(z) > b}) =0} forany f : X — R.IfY is adiscrete
uncertain variable, we replace essential supremum with supremum,
wu(-) with |-, log, with log,, and hg with Hp. Based on the
definition of entropy and relative entropy, non-stochastic informa-
tion between two uncertain variables X and Y is defined as

Ip(X;Y) :=ho(X) — ho(X]Y)

. u(IX])
= o ose (muxmm) ’ @

where essinfycy f(x) := —esssup ey —f(2), for f: X = R,
defines essential infimum. Again, if Y is a discrete uncertain vari-
able, we replace essential infimum with infimum, p(-) with | - |, and
log,, with logs.

Kolmogorov’s definition of combinatorial conditional entropy
is log.(u([X|y])) based on which the information gain is
log, (u([X])/p([X|y])) [36]. Note that these quantities depend
on the observed realization of uncertain variable Y = y while the
non-stochastic information in (4) relies on the worst-case ratio.

In [34], it was shown that the non-stochastic information in (4)
is not a good measure of privacy and an alternative notion of
non-stochastic information leakage was introduced. Non-stochastic
information leakage is

. ;= esssup lo M
Lo(X3Y) := ye[[Y]]pl Be (M([[leﬂ))' ©

Non-stochastic information leakage Lo(X;Y’) captures the reduc-
tion in the complexity of brute-force guessing X after observing
Y [47]. Now, we are ready to present our framework and results
regarding non-stochastic hypothesis testing.

3 Non-Stochastic Hypothesis Testing

In this section, we introduce non-stochastic hypothesis testing. We
define tests as functions that map observed uncertain variables to
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Fig. 2: Relationship between uncertain variables in non-stochastic
hypothesis testing based on uncertain measurements. If the realiza-
tion of uncertain measurement Y belongs to [Y'|po] N [Y'[p1]. there
is not enough evidence to accept or reject the null hypothesis pg or
the alternative hypothesis p; . However, if the realization of uncertain
measurement Y belongs to [Y'|[po] \ [Y|p1] ([Y|p1] \ [Y |po]), we
can confidently accept (reject) the null hypothesis pg and reject
(accept) the alternative hypothesis pj.

hypothesis. We define performance of a test by measuring the size
of outputs that result in true positives and negatives. We prove that
a specific category of tests, known as consistent tests, maximize this
performance. This provides a fundamental bound on performance of
non-stochastic hypothesis tests.

Consider uncertain variable X denoting the original uncertain
variable and we are interested in testing the validity of a hypothe-
sis for its realizations. We clearly do not have access to realizations
of this uncertain variable as otherwise hypothesis testing was triv-
ial. We have access to an uncertain measurement of this variable
denoted by Y. This is captured by that Y = gy (X)) for a mapping
gy : [X] — [Y]. Recalling that uncertain variables are mappings
from the uncertainty set, it must be that Y = gy o X, where o
denotes composition of mappings. Similarly, we may define the
hypothesis as an uncertain variable H with binary range [H] =
{po,p1}, where pg denotes the null hypothesis and p; denotes
the alternative hypothesis. We assume that there exists a mapping
g : [X] — [H] such that H = gp o X; the hypothesis is con-
structed based on the uncertain variable X as H = g7 (X). This
setup and the relationship between all uncertain variables is summa-
rized in Figure 2. When the realization of uncertain measurement
Y belongs to [Y|po] \ [Y|p1]. we can confidently accept the null
hypothesis pg and reject the alternative hypothesis p; . Therefore, the
size (or volume) of [Y'|po] \ [Y|p1] corresponds to the highest “true
negative” rate in the traditional hypothesis testing framework. Alter-
natively, when the realization of uncertain measurement Y belongs
to [Y|p1] \ [Y|po], we can confidently reject the null hypothe-
sis po and accept the alternative hypothesis p1. Hence, the size of
[Yip1] \ [Y|po] corresponds to the highest “true positive” rate.

A test is a function T': [Y] — [H] = {po,p1}. U T(Y) = p1,
the test rejects the null hypothesis in favour of the alternative hypoth-
esis; however, if T(Y') = po, the test accepts the null hypothesis
(and rejects the alternative hypothesis). The set of all tests is given
by [H]Y'1, which captures the set of all functions from [Y] to [H].

Let us, as a thought experiment, consider y € [Y] for which
T'(y) = po (if exists, otherwise the same thought experiment can be
conducted y € [Y] such that T'(y) = p1); hence, the null hypoth-
esis po is accepted by the test at this instance. The realization
Y (w) = y may correspond to many realizations of uncertain vari-
able X (noting the uncertainty surrounding the measurement), i.e.,
all the elements of the set [X|y]. Evidently, T(y) = pg is cor-
rect, or the test is correct for the output realization Y (w) = y, if
g (x) = po for all z € [X|y], i.e., all realizations of uncertain
variable X compatible with y are also compatible with the null
hypothesis. The same also holds for the alternative hypothesis. In
the following definition, recalling from the previous section, we



use the notation [H|[X|y]] = {H(w) : Jw € Q such that X (w) €
[XIyl} = {h € [H|z] : = € [X][y]}.

Definition 1 (Correctness). A test T € [H]IY1 is correct at y €
Y] i TH|[X Y]] = {T(y)}. The set of all outputs at which test T
is correct is given by X(T') := {y € [Y] : [H|[X|y]] = {T(v)}}.

Based on the definition of correctness, we can define a perfor-
mance measure for tests. If Y is a continuous uncertain variable, the
performance is given by

P(T) := log, (u(N(T)))- (©)

Alternatively, if Y is a discrete uncertain variable, the performance
can be captured according to

P(T) := logy(IR(T)])- ©)

The performance of a test P (") captures both true positives and neg-
atives. We can break down positive and negative cases separately as
in the traditional hypothesis testing; however, in what follows, we
are interested in both true positives and negatives when measuring
the success of hypothesis-testing privacy-intrusive adversaries: Any
information gained in a privacy attack is important for privacy anal-
ysis. The problem of finding an optimal hypothesis test can be cast
as an optimization problem:

T € argmax P(T). (8)
Te[H]IY]

Instead of dealing with the size of true positive and negatives
sets, we could work with the combined size of type I and II
errors log, (u({y € [V] : [H|[Xy]] # {T(1)}})) or logs(|{y €
Y] : [HI[X|y]] # {T(y)}}|). This combined measure of error
corresponds to the probability of error in stochastic hypothesis
testing [48]. Following this approach, the problem (8) should be
reformulated as a minimization instead of a maximization (as we
would want to minimize the measure of error). A family of tests play
an important role in the optimization problem (8). The underlying
property of these tests is captured in the following definition.

Definition 2 (Consistency). A test T : [Y] — [H] is called consis-
tent if (i) T(y) = po only if y € [Y|po] and (ii) T'(y) = p1 only if
y € [Yipa].

In the following theorem, we prove that consistent tests are in fact
optimal in the sense of P in (6) and (7).

Theorem 1 (Optimal Tests). Any consistent test is a solution of (8).
Proof: See Appendix 9. d

Note that, for any realization of uncertain measurement Y belong-
ing to [Y|po] N [Y|p1], there is not enough evidence to accept or
reject either the null hypothesis or the alternative hypothesis. This
is because such realizations of uncertain measurement Y can be
caused by the realizations of X that are consistent with the null
hypothesis pg and the realizations of X that are consistent with the
alternative hypothesis p;. However, if the realization of the mea-
surement ¥ belongs to ([¥ [po] \ [Y[p1]) U ([Y |p1] \ [V po]) =
[YIpo]A[Y |p1], with A denoting the symmetric difference opera-
tor on the sets, we can confidently reject or accept the null hypothesis
or the alternative hypothesis. This fact is used by the consistent tests
to achieve the highest performance.

hidden H, X" [ Sender Y T()
uncertainity Curator Adversary ———>
Fig. 3: Communication structure between a sender and a

hypothesis-testing adversary.

Theorem 2. (Fundumental Performance Bound) The performance
of any test T € [H] YT is upper bounded by

P(T) < loge (u([YIpo] ATY [p1])),

if Y is a continuous uncertain variable or

P(T) < loga(I[Y [po] ALY |pa]D),

ifY is a discrete uncertain variable.
Proof: See Appendix 10. ]

Theorem 2 presents a non-stochastic alternative to classi-
cal information-theoretic results on hypothesis testing [49]. In
Theorem 2, the upper bounds log.(u([Y|po]A[Y|p1])) and
logs (|TY [po] A[Y |p1]|) essentially capture the difference between
the conditional ranges [Y'|po] and [Y'|p1 ], resembling the total vari-
ation distance in a non-stochastic framework (incorporating support
sets of uncertain variables instead of density functions of random
variables).

Example 2 (Hypothesis testing using uncertain measurements).
Consider an uncertain variable X = (X1, X2) € [100, 250] x
[—10, 10], where X denotes the height of an individual in centime-
tres and Xo denotes a measurement error in centimetres. Let the
uncertain measurement be Y = gy (X) = X1 + Xo. The uncertain
variable capturing the hypothesis H : Q — [H] = {po,p1} is

_ _ Jpo, X1(w) <150,
H) = on(Xe) = {pl, X (w) > 150.

The null hypothesis po states that the individual whose height is
captured by a realization of the uncertain variable X is short (in
fact shorter than or equal to 150 centimetres) and the alterna-
tive hypothesis py states that the individual is tall (in fact taller
than 150 centimetres). Note that [Y|po] = {X1 + X2 : 100 <
X1 <150, X9 € [-10,10]} = [90,160] and [Y|p1] ={X1 +
X2 : 150 < X < 250, X2 € [—10,10]} = [140, 260]. Therefore,
[Y|po] N [Y|p1] = [140, 160]. Let T be a test such that T(Y) =
po if Y €[90,150] and T(Y) = p1 if Y € (150,260]. Evidently,
T is a consistent test. We get P(T') = log, (u([Y |po]A[Y |p1])) =
log, (11([90, 140) U (160, 260])) = log,(150). If we scale the per-
formance by ho(Y') = log,(170), we get

P(T) — ho(Y) =log,(150) — log, (170) ~ —0.1251.

Let us imagine another example in which X = (X1,X3) €
[100, 250] x [—20, 20] with the interpretation that the magnitude of
the additive measurement uncertainty is twice larger. In this case, we
get

P(T) — ho(Y) = log,(150) — log, (190) ~ —0.2364.

Hence, by increasing the magnitude of the measurement uncer-
tainty, the confidence of the test (its performance relative to the total
uncertainty) is reduced, which aligns with our expectation. A
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4 Stochastic versus Non-Stochastic Hypothesis
Testing

In this section, we investigate the similarities between stochastic
and non-stochastic hypothesis testing by endowing all the uncertain
variables with a measure, therefore making them random variables.
Doing so, we can extend the guarantees from non-stochastic pri-
vacy, subsequently defined based our results from non-stochastic
hypothesis testing, to random variables.

Particularly, we assume that X, Y, H are jointly distributed
random variables. We also assume that the test is no longer a deter-
minstic function but a conditional distribution that maps Y to H €
{po, p1} with H = py signifying the fact that the null hypothesis is
accepted and H = p; capturing the case where the null hypothesis
is rejected in favour of the alternative hypothesis. We assume that
all probability distributions are absolutely continuous with respect
to the Lebesgue measure, i.e., probability density functions exist
(following the Radon-Nikodym theorem [50, pp. 419-427]). In what
follows, we use the notation supp(-) to denote the support set of the
probability density functions. We use the notation py-|,,, and py-|,,,
respectively, to denote the conditional probability density function
for Y given po and p1. Also, in this section, [Y'|po] = supp(py|p, )

and [Y|p1] = supp(py|p, )-

Theorem 3. Assume that there exists € > 0 such that py |, (y) > €
and py,, (y) > e forally € [Y|po] andy € [Y|p1], respectively.
hen,

sup P{H = H} > (Y Ipo] ALY |p1 1),

Py
where Phy is the conditional probability density offl given'Y.

Proof: See Appendix 11. g

Theorem 3 shows that the lower bound on the best achiev-
able true positive rate in the stochastic hypothesis testing scales
with  u([Y|po]A[Y |p1]). From Theorem 2, we know that
w([Y |po] A[Y |p1]) captures the fundamental bound on the perfor-
mance of non-stochastic hypothesis tests. This provides a parallel
between the stochastic and non-stochastic hypothesis testing frame-
works. Therefore, when using the non-stochastic hypothesis testing
for privacy preservation in the next section, we get parallels about
privacy against stochastic hypothesis-testing adversaries.

5 Privacy Against Hypothesis-Testing Adversary

In this section, we define a non-stochastic notion of privacy against
hypothesis-testing privacy-intrusive adversaries. Noting that some-
times we must perturb reporting functions to satisfy this new notion
of privacy, we also define a notion of accuracy (or utility) for the
reports to balance privacy and accuracy. We introduce a family of
privacy-preserving reporting functions based on blurring the transi-
tion from validity of one hypothesis to other, making it harder for the
adversary to infer which hypothesis is valid. The wider the region in
which the transition is blurred, the lower the accuracy and the higher
the privacy become. Following this, we establish a trade-off between
privacy and accuracy.

Consider the communication diagram in Figure 3 between a
sender or a curator, and an adversary. The adversary’s ultimate aim is
to accurately test a hypothesis H based on the communicated infor-
mation from the sender Y. The sender wants to provide a message Y’
that is as close as possible to X while making the adversary’s task in
testing the validity of hypothesis H hard; therefore, there is a need
for strategic manipulation of realizations of X during the communi-
cation. The policy of the sender is captured by the mapping from X
to Y, denoted by gy : [X] — [Y].

We use the performance of the adversary in testing the privacy-
intrusive hypothesis based on the communicated uncertain variable
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Fig. 4: Privacy guarantee, €, versus accuracy level, p. The dashed
line shows the asymptotic O(p~1).

Y to define a measure of privacy. If Y is a continuous uncertain
variable, the measure of privacy is

Priv(gy) := ho(Y) —loge (u([Y [po] A[Y [p1])), )

while, if Y is a discrete uncertain variable, the measure of privacy is

Priv(gy) := Ho(Y) — logo(|[YIpolA[Y[p1])).  (10)

Increasing the privacy measure Priv(gy ) implies that the size of
the set [Y|po] A[Y |p1] measured by its volume or cardinality is
decreased, thus degrading the performance of any test employed by
the adversary in light of Theorem 2.

Definition 3 (e-privacy). Policy gy is e-private for € € (0,00) if
Priv(gy) > log(1 + ¢).

Evidently, we must balance the need for privacy against accuracy
(or utility) of the report; otherwise the best policy in terms of pro-
tecting privacy is to report nothing. Therefore, we need to define a
measure of accuracy.

Definition 4 (p-accuracy). Policy gy is p-accurate for p € (0, +00)
ifsupsery llz — v ()] < 1/p.

Increasing p in p-accuracy implies that the worst-case distance
between the realization of uncertain variable X and the message Y
is decreased; thus improving the quality of the reported output Y by
requiring it to stay consistently closer to X. In what follows, for any
i, ; denotes the i-th component of x and x_; denotes all entries of
x except the i-th component.

Theorem 4. Assume that [X] C R™, index i € {1,...

, Nz}, and
g : R ™1 5 R exist such that

po, x; —g(x_;) >0,
) =
91 () {ph x; —g(x_;) <0,

where x_; = () j£;. Let

(G@—i)iz—s), glo—s) — > <@ < glos) + 2,

gy (z) = P P
x, otherwise,
and
-1
~ exp(fho (X)) )
1 1
m ([[X]]ﬂ{m : g(w,i)—; <z; < 9(“’4)‘*‘;})

Then, gy is p-accurate and e-private.
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Fig. 5: The histogram of the reported weight and height of individuals for various levels of accuracy p. The darker colors show higher
frequencies.

Proof: See Appendix 12.

d

Theorem 4 provides a method for constructing p-accurate policies
and computing the privacy budget € of these reports. The reporting
mechanism is based on blurring the transition area from one hypoth-
esis to the other, making it harder to infer which hypothesis is valid.
The width of the region in which the data is manipulated is given by
1/p. The wider the region, the lower the accuracy becomes.

Remark 1 (Privacy x Accuracy=Constant). For large enough p,
it can be seen that [X]N{z:g(x_;) —p ' <z < glo_;)+
p Yy {ziglwi)—p ' <wi<glx_i)+p '}, and as a
result, € = (9(,071). This implies that, for the policy in Theorem 4,
we have ep = O(1).

With the theoretical results in hand, we can demonstrate the
effects of using the policy in Theorem 4 on a practical dataset.

Example 3 (Body Mass Index Privacy). Let us consider the design
of a privacy-preserving policy for reporting individuals’ height
(in centimetres) and weight (in kilograms) publicly. We consider
an adversary who is interested in identifying individuals passing
the obesity threshold in terms of body mass index (BMI), e.g., an
insurance agency that may use publicly available data to increase
premiums of obese people or deny them insurance. Therefore, there
is a duty of care for releasing demographic data of individuals pub-
licly. By the definition of the U.S. Department of Health & Human
Services, a person, be it female or male, is considered obese if their
BMI is greater than or equal to 30.

Let uncertain variable X contain the weight and height of individ-
uals, i.e., X = [X1 Xo] with X1 € [0,200] denoting the weight in
kilograms and X9 € [0, 250] denoting the height in centimetres. The
hypothesis is given by

X1
L S
Ppo, (I2/100)2 = 5
gu(z) = 21 %0
, e < 30.
PL (22 /100)2

Following the notation of Theorem 4, we can redefine the hypothesis
using the sign of x1 — g(x2) with g : 3 — 30(x2/100)%. Define

3023 323 1 323 1

2« < =272 L, -

gy (z) = < 104 ’xQ)’ 1000 p ="1=T000 " »’
(z1,2), otherwise.

an

Following Theorem 4, gy () is p-accurate. Using Theorem 4, we
can compute the level of privacy guarantee. The solid black line
in Figure 4 illustrates privacy guarantee € versus accuracy level p.
The dashed line shows the asymptotic O(pfl). As expected from
Remark 1, by increasing accuracy, the privacy guarantee can only
be reduced and vice versa.

Now, we use a real dataset to investigate the effects of the privacy-
preserving policy in (11). We use a dataset of preferences, interests,
and demographics of young people, aged between 15-30, of Slo-
vakian nationality [51]. The data was gathered in 2013 by students
of an statistics class at FSEV UK through friends and families. The
dataset consists of 1,010 records with 150 features (139 integer and
11 categorical) including height, weight, music preferences, eating
habits, etc. This dataset is popular for analysis on Kaggle (an online
platform for sharing data) with 99.4k views and 21.8k downloads on
all continents within the last three years. Noting that the preferences
of the individuals can be matched with publicly available datasets,
such as IMDD (Internet Movie Database), to potentially identify the
individuals, there is a need for obfuscating the data in order to avoid
privacy breaches related to age, weight, and height.

Assume that we use the policy (11) for reporting weight and
height of individuals so that potential future insurance agencies can-
not test for obesity levels. Figure 5 illustrates the histogram of the
reported weight and hight of individuals for various levels of accu-
racy p with darker colors showing higher frequencies. As expected,
by decreasing p, the accuracy gets worse; the histogram changes
more drastically. AN

We can relate the notion of privacy in Definition 3 with non-
stochastic information leakage used in [34]. This is investigated in
the following proposition.

Proposition 1 (e-Privacy versus Non-Stochastic Information Leak-
age). Lo(Y; H) < —log, (1 — exp(—¢)).

Proof: See Appendix 13. (]

Figure 6 illustrates the upper bound, developed in Proposition 1,
for the non-stochastic information leakage Lo(Y'; H) versus e for
e-privacy. As intuitively expected, by increasing privacy e, the infor-
mation leakage reduces. Note that the upper bound approaches
zero as € grows and the non-stochastic information leakage is also
lower bounded by zero; thus the non-stochastic information leakage
Lo(Y; H) must also approach zero as € increases.

6 Indistinguishability

In this section, we use the non-stochastic hypothesis-testing frame-
work to adapt identifiability from the privacy literature to a non-
stochastic setup. We prove that concatenation of linear functions
with quantizers (also known as binning) can guarantee indistin-
guishability if the quantizer has “few enough” levels. The upper
bound on the number of the levels is a function of the sensitivity
of the mapping, the range of the data, and the privacy level.
Consider a private dataset, modelled by uncertain variable X :
Q — R"™, where n denotes the number of individuals whose data is
available in the dataset. The realisations of the dataset are essentially
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—log, (1 —exp(—e—1))

Fig. 6: Upper bound of the non-stochastic information leakage
Lo(Y'; H) versus e for e-privacy.

vectors of the form

Xn(w)

where X; : 2 — R, 1 < ¢ < n, is the uncertain variable modelling
the data of ¢-th individual. The sender or curator, as in the previ-
ous section, must return an answer to a query, which is essentially
a function f : [X] — R that must be evaluated for the realization
of the uncertain variable X available to the curator. The curator
must compute and provide the response Y (w) = f(X(w)). Note
that Y = f o X is an uncertain variable. Motivated by the definition
of semantic security, or indistinguishability under chosen plaintext
attack [44], we define the notation of indistinguishability for pri-
vacy. Assume that an adversary selects z;, z; € [X;] and provides
this information to the curator. The curator inserts uncertain vari-
able X;:Q — [X] := {=;,2}} into the vector-valued uncertain
variable X instead of the original data of individual ¢, generates a
realization X (w), computes Y (w) = f(X (w)), and provides Y (w)
to the adversary. The adversary then tests if the realization of the data
of individual 7 is equal to z; or = (knowing that it is bound to be one
of those values). To this aim, we can define gg7 : X (w) — H(w) as

Ty,
Z

oSN S

B _Jpo, Xi(w)=
H(w) =gg(X(w)) = {pi Xi(w) =

The uncertain variable H = g o X models the hypothesis uncer-
tain variable. If Y is a continuous uncertain variable, for any test 7',
Theorem 2 states that the performance of the adversary is bounded
from the above by

P(T) < log.(u([YIpo] A[Y |p1]))
= log, (W([Y|X;(w) = ;] A[Y|X;(w) = 2])).

Similarly, if Y is a discrete uncertain variable, we have
P(T) < logy(|[Y]X;(w) = ;] A[Y [ Xi(w) = ai]|).

Therefore,  if  log, (u([Y|X;(w) = 2;]A[Y|X;(w) = z5]))
or logs (|[Y|X;(w) = 2;JA[Y | X (w) = 2%]|) is large, the adver-
sary’s performance can be good. For privacy preservation, we must
ensure that the upper bound of P(T") is small. This allows for the
introduction the following notion of privacy.

IET Research Journals, pp. 1-10
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Fig. 7: Number of the quantization levels ¢ versus ¢ for e-
indistinguishable.

Definition 5 (¢-Indistinguishability). For continuous uncertain vari-
able Y, the query f is e-indistinguishable, for € > 0, if
WY 1Xi(w) = 2] ALY X (w) = 27]) < exp(e),
Y,z € [X;],Vi. (12)
Similarly, for discrete uncertain variable Y, the query f is e-
indistinguishable, for € € N, if
Y1 X5 (w) = 2] ALY [Xi(w) = 2i]| < 27,
Vg, o € [X;],Vi.  (13)
This notion of privacy is in essence close to identifiability [6, 8]
for which privacy preservation relates to the potential of an adversary
identifying the private data of individuals based on the received out-
puts. However, in identifiability, additive noise is used to complicate

the adversary’s task while, in indistinguishability, non-stochastic
approaches, such as binning or quantization, are utilized.

Definition 6 (Quantizer). A g-level quantizer Q : [Tyin, Tmax] —

{b1,...,bq} is a piecewise constant function defined as
b17 HANS [x17x2)>
ba, x € [xg,xg),
Qz) =4

bg—1, = € [zg—1,2q),
blb T e [l‘q7l‘q+1],

where (bi)gzl are distinct symbols and 1 < x9 < --- < x4 are

real numbers such that T1 = Tmin, Tq+1 = Tmax, Tifl — Tj =
(«'Emax - $min)/qf0r alll1 <i<q.

We can show that linear quantizers can achieve indistinguishabil-
ity for linear queries on private datasets. This is proved in the next

theorem.

Theorem 5. Assume f(x)=c'z and [X;] = [Zmin, Tmax), Vi.
Then Q o f with q-level quantizer Q is e-indistinguishable if

q < max{l, “ (25_1 —1)},
||C|‘0°(xmax - xmin)

with
T . T
w = max c x— min c
ZTE[Tmin,Tmax]" ZE[Tmin,Tmax]"
Proof: See Appendix 14. (]
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Fig. 8: Non-stochastic information leakage Lo(X;Y") versus n and
¢ for the averaging query. The lighter colors show higher leakage.

Theorem 5 shows that concatenation of linear mappings with
quantizers can ensure e-indistinguishability if the quantizer has “few
enough” levels. The upper bound on the number of the levels is a
function of the sensitivity of the linear mapping w, the range of the
data £max — Tmin, and indistinguishability budget .

Example 4 (Averaging Query). The number of bins or the reso-
lution of quantizer can be simplified for averaging queries. This
allows us to illustrate the relationship between indistinguishability
and non-stochastic information leakage. For the averaging query
f@)=(x1+ - +2xn)/n Qo f with q-level quantizer Q is -
indistinguishable if ¢ < max{1,n(2°~% — 1)}. Figure 7 illustrates
the number of the quantization levels versus €. For larger n, the
quantizer resolution can be significantly higher for the same level
of privacy. This is intuitive as privacy can be more easily preserved
when hiding the data of individuals in aggregate reports of many
people. Figure 8 shows the relationship between indistinguishabil-
ity and non-stochastic information leakage, which was used as a
measure of privacy in [34]. Clearly, as expected, the information
leakage reduces significantly by decreasing € or by increasing n.
This is in line with the observations in [34] indicating that the quan-
tization or binning are optimal privacy-preserving policies in the
non-stochastic framework. VAN

7 Conclusions and Future Work

We considered privacy against hypothesis testing adversaries using
the theory of non-stochastic hypothesis testing. We constructed
reporting policies with prescribed privacy and utility guarantees.
Future work can focus on multiple directions:

e Optimal trade-off: We should develop optimal policies for bal-
ancing between privacy and accuracy. Note that the results in
Theorems 4 and 5 are only sufficient for ensuring e-privacy and p-
accuracy and may not capture the optimal trade-off between privacy
and accuracy.

e Application: We should investigate the application of the pro-
posed notions of privacy, both e-privacy and e-indistinguishability,
in practical scenarios, such as machine learning based on sensitive
data (e.g., health or finance data), smart meter privacy, and traffic
estimation based on crowd-sensed data. In these scenarios, there are
many established adversaries for privacy attacks. It is important to
investigate the effect of the proposed notions of privacy on the suc-
cess of those privacy attacks, establishing practical implications and
guarantees of the non-stochastic privacy-preserving policies.

e Properties: Many stochastic privacy-preserving policies, such as
differential privacy, enjoy useful properties, such as composition.
To be able to use the proposed non-stochastic notions of privacy
in dynamic environments, such as when training machine learning
models using gradient descent algorithm, we need to establish those
results for non-stochastic privacy notions as well. This allows us to
split the privacy budget across multiple reports.
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9  Proof of Theorem 1

First, we proved three important claims.

Claim 1: [H|[X|y]] = {po, p1 },¥y € [¥|p1] 0 [¥ [pol.

The proof for this claim is as follows. For any vy €
[Y|pi], there exists z € g{,l(y) = [X|y] such that gg(z)=
p;. Note that, for any mapping ¢:x +— y, we define the
inverse image ¢ '(y):={z:g(z) =y}. Therefore, {p;} C
gu ([X|y]) = [H|[Xy]]. This implies that, for any y € [Y|p1] N
[Y'lpol. {po. p1} € [H|[X|y]] € [H] = {po,p1}.

Claim 2: [H|[X|y]] = {po}. Yy € [Y|po] \ [Y[p1].

The proof for this claim is as follows. If y ¢ [Y|p1], there
must not exist € [X|y] such that gz (z) = p1. Therefore, p; ¢
[H|[X|y]]. Therefore, for any y € [Y|po] \ [Y|p1]. it must be
that pg € [H|[X|y]] and p1 ¢ [H|[X|y]]. This is only possible
if [H{[X|y]] = {po}.

Claim 3: [H|[X |y]] = {p1},Vy € [Y[p1] \ [Ypol-

The proof for this claim is the same as Claim 2.
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With these claims in hand, we are ready to prove the lemma. For
any test 7', we have

R(T) ={y € [Y]: [HI[XIy]] = {T()}}
={y € Ypol \ [YIp1] : [HI[X Y]] = {T(y)}}
Uy € [Yipol N [YIpal - [HI[X Y]] = {T(v)}}
Uy € [YIp] \ [Ypo] : [HI[X[y]] = {T(¥)}}
={y € Yipol \ [Y[p1] : [HI[X Y]] = {T(y)}}
Uiy € VIl \ [Ylpol : [HI[Xy]] = {T(»)}}, (14)

where the last equality follows from that, by Claim 1, [H|[X|y]] =

{po,p1} while {T'(y)} can be either {pg} or {p1}. From (14), we
get

N(T) S([Ylpol \ [¥prD) U ([Y 2] \ Y |pol)
=[YIpo] ALY |pul,

where A denotes the symmetric difference operator on the operands.
As aresult, if Y is a continuous uncertain variable, for any test 7',
we get

P(T) = log, ((X(T))) < log(u([Y |po] A[Y [p1])).  (15)

Similarly, if Y is a discrete uncertain variable, we get
P(T) =loga(IN(T)]) < log([[Y [po] A[Y[pal)-  (16)

For any consistent test 1", by application of the definition of consis-
tency in (14), we have

N(T) ={y € [YIpol \ [Y[p1] - [HI[X|y]] = {po}}
Uiy € YIpl \ [Ypol : [HI[X|y]] = {p1}},

which, by the virtue of Claims 2 and 3, results in X(T) = ([Y|po] \
[YIp1]) U ([Y |p1] \ [Y |po])). This shows that consistent tests
attain the upper bound on the performance in (15) and (16).

10  Proof of Theorem 2
The upper bound in the statement of the theorem follows from the
proof of Theorem 1; see (15) and (16).

11 Proof of Theorem 3

Using Le Cam’s inequality [49], we get

inf P{H#H}t=1- l/(py\po,py\pl),
PH|Yy

where v is the total variation distance defined as

v(€1,82) = 1

: J €1 (2) — €2()|da.
supp(&1)Usupp(é2)

Hence,
sup P{H = H} = sup [l — P{H # H}]
Py Py

=1— inf P{H # H} = v(py|py Py|p,)-

Py



Evidently, supp(py|p,) = [Y|pol supp(pyp,) = [Y|p1], and
thus supp(py|p,) U supp(py|p,) = [Y]. We can see that

V(PY |po Py [p1)
1

T2 J[[Y|p0]]\[[y|p1]] 1Py |po (¥) — Py |p, (¥)|dy
' %J[[Yh)l]]\[[Y\po]] 1Y 1o (W) = Py|p, (¥)Idy
' %J[[Ylpoﬂm[[Yh)lﬂ Py |po (4) = Py |p, (9)]dy
1
Z§J[[Y|po]]\[[y|pl]]lepo(y)dy
1
2 J Wi\ leol P (y)dy,

where the inequality follows from that py,, (y) =0 for
y € [YIpo] \ [YIp1], py|p,(y) =0 for y € [Yp1]\ [Ypo].
and | Ylpo]N[Y|p1] |€1(x) — &2(x)|dz > 0. Finally, noting that
DY |po gy),py\pl gy) > ¢, we get

£

V(DY 1po> PY |py) =5 J dy+J dy)
Yipor B lps 2( ¥ lpol\[¥ [p1] [¥ o ALY Ipo]

€

2

= M([[Y‘po]]A[[Yh?lﬂ)'

This concludes the proof.

12 Proof of Theorem 4

The proof of p-accuracy follows from that || X — gy (X)|| < |z; —
g(x_;)| <1/p. The proof for e-privacy follows from that, if [Y],
(IYlpo] ALY |p1])s ([Y|po] N [Y|p1]) are Lebesgue measurable,
we get u([Y]) = u(([Y [po] ALY [p1]) U (IY |pol N [Y|p1])) =

and as a result

mYlpol N YD) o 4 p([YIpol ALY |pal)
w([Y]) = w(IYT)
>1—exp(—e—1).

Therefore, Lo(Y; H) < —log, (1 — exp(—e — 1)).

14  Proof of Theorem 5

By definition, x([c " ])) = w@. Hence, w/q is the resolution of the

quantizer. Since f(z) = ¢' z is continuous, there exists z < T such
that [ f(X)|X; = z;] = [z, Z]. In fact,

T =c;x; + min
z;€[X; ]]Vj;éz

§ : SRR
T =c;x; + max E i T
z;€[X; ]]V];ﬁz KAEA

The connectivity of [f(X)|X; = ;] follows from the linear-
ity of f(z) =c¢'z and the convexity of [X|X; = x;]. Further-
more, [f(X)|X =2'] C [z +6,Z+ 5] where § := c;(x} — ;)
with 6| < ¢;(Zmax — Tmin). Then,

QL (X)IX; = mDAQ (X)X, = ai])]
<{2(q|6|/w1, g1,
— 10, qg=1.

The upper bound comes from that, in the most informative case
[+ 0,T + 0]Az, T] is fully quantized. Selecting ¢ < (2571 —
1)w/(max; |¢;|(xmax — Tmin)) guarantees e-indistinguishability.

p([Ypo] ATY |p1]) + w([Y'|pol N [Y|p1]) because ([Y |po] A[Y [p1]) U

(IYlpol N [Y[p1]) = [¥lpol U [Y[p1] = [Y]

13  Proof of Proposition 1

Note that

:H)= max lo 2D
Lo(Y; H) _pe{po,pl}l Be (u(ﬂY\pﬂ))

1o r(IYT)
‘lge< min u([[Ylp]])>

p€{po,p1}

p(IYD)
<log. (u([[Ylpoﬂ n [mmm) ’

where the inequality follows from that u([Y |po] N[Y|p1]) <

minye (0 p, 3 LY |PD), because [Ypo] N [Yp1] C p([Y|po]
and [[Yﬁpo]] N [Y|p1] C u([Y|p1]. Furthermore,

WY lpol N [Y[p1]) | u([Y [Po] ALY [p1])
(YD) w(IY'D)
p([Y]po] U [Yp1])
w([YT)
p¥D _
w(YD
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